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Privileged Users – Users who can alter the configuration of the system, specifically, the security configuration. This 
definition is intentionally vague to allow the flexibility to accommodate varying systems and authentication 
mechanisms.  In a traditional Microsoft Windows environment, members of the Local Administrators, Domain 
Administrators and Enterprise Administrators groups would all be considered to have privileged access.  In a 
traditional UNIX or Linux environment, users with root level access or the ability to sudo would be considered to 
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Access Controls 
 
Access Controls are controls that are put in place to ensure that only approved individuals have acces
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Control 
Number 

Control Name Public Private Restricted 

AC-14 Route remote access through defined 
access points 

Recommended Required Required 
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Business Continuity and Disaster Recovery 
 
Availability is an important part of security.  Business Continuity and Disaster Recovery ensures that data and 
business processes are available as needed. 
 
 

Control 
Number 

Control Name Public Private Restricted 

DR-1 A disaster recovery strategy is 
implemented and tested periodically 

Recommended Required Required 

DR-2 A business continuity strategy is 
implemented and tested periodically 

Recommended Required Required 

DR-3 Backup copies are protected at least as 
well as primary data 

Required Required Required 
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Encryption and Key Management 
 
When Information systems use encryption, the keys used for that encryption must be managed securely. 
 
 

Control 
Number 

Control Name Public Private Restricted 

EN-1 Institutional Data transmitted over 
any network connection is 
encrypted 

Recommended Required Required 

EN-2 Institutional Data stored on 
Electronic Media is encrypted 

Recommended Recommended Required 
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Identification and Authentication 
 
Identification and Authentication are the processes by which users, systems, and processes are identified and that 
identity is verified. 
 
 





 



 



 

Guidelines for Data Protection Page 17 of 23 
 

 
 
Personnel Security 
 
Users and Administrators of Information Systems should possess the skills and background necessary for their 
access. 

Control 
Number 

Control Name Public Private Restricted 

PE-1 All individuals are screened prior  d2 b3 bd l d2 bprl
d3 bil /Rvp03w wL25 Ed
0V2 xm g5 d/0//Lp 5x R2 / / R2 RUVv/LpV 3pU 5m 1552 3 5q : baccel 3 bsl d3
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Physical Security 
 
Institutional Data must be protected physical
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Secure Configuration Management 
 
Secure Configuration Management is concerned with ensuring that an Information System is configured securely 
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Control 
Number 

Control Name Public Private Restricted 

CM-14 Mitigating controls are deployed for 
known security vulnerabilities in 
situations where a vendor security patch 
is not available 

Required Required 
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Security Assessment 
 






