
Supplemental Guidance on Guidelines for Data Protection 
 
This information is intended to give guidance for meeting the Guidelines for Data Protection, including examples, 
specific periodicity and specific methods.  This guidance is not going to be appropriate for all environments, but 
they provide a starting point for individuals asking questions such as “how often is periodically”.  This guidance 
incorporates common regulations, and may be too restrictive for many. 
 

AC-6 Access to Institutional Data is reviewed and reauthorized by a Data Steward or a 
delegate on a periodic basis 
For this purpose, periodic is at least once every year.  Some regulations may require reauthorization more 
frequently. 
 

AC-8 Active sessions require re-authentication after a period of inactivity 
For this purpose, a period of inactivity is 15 minutes.  This is 15 minutes of no activity.  If there is activity, there is 
no need to re-authenticate. 
 

AC-13 Screen locking that hides the working screen after a period of inactivity (e.g. 
screensavers) is required 
Similar to AC-8, the period of inactivity is 15 minutes.  Many cloud tools don’t support any type of screen locking 
themselves.  Locking the workstation accessing that application/tool meets the intent of this control. 
 

AL-4 Logs are reviewed on a periodic basis for security events 
The period depends significantly on the volume of logs that are being reviewed.  For a system housing restricted 
data, at least daily is recommended, for a system housing private data, at least weekly is recommended.  



key lengths will continue to be published at https://www.cmu.edu/iso/governance/guidelines/data-
protection/encryption-guidance.html 
 



https://www.cmu.edu/hr/assets/hr/restrict/staff-background-check-policy.pdf . Other processes exist for 
screening individuals prior to granting access to Institutional Systems, such as the collaborative visitor process, and 
export controls https://www.cmu.edu/research-compliance/export-controls/index.html. 
 

CM-4 Controls deployed to protect against malicious code scan the entire system 
periodically 
The periodicity of this scan will depend on the particular system and it’s use and load, but ISO recommends at least 
once every 30 days. 
 

CM-13 Operating system and software security patches are deployed in a timely manner 
ISO’s recommendation is at least within 30 days of release by the vendor.  There may be times when a particular 
patch may need to be deployed more quickly, such as when an active exploit is being seen on the network.  There 
may also be times when a patch should be delayed due to adverse impacts.  Patches that are delayed past 30 days 
after release should have compensating controls in place to protect the data on that system. 
 

CM-21 Review all configuration changes for security impacts 
Reviewing configuration changes for security impacts ensures that a vulnerability is not unintentionally introduced 
as part of a change.  Some changes may be “pre-approved”, such as applying a vendor security patch.  Some may 
involve further review such as adding a new service to the system. 
 

AS-2 System is periodically tested for security vulnerabilities (e.g. vulnerability scanning, 
penetration testing, etc.) 
Automated vulnerability scans should be conducted at least monthly, more often if the Information System is a 
publicly accessible system (such as a web server).  At a minimum, vulnerability scanning should be conducted after 
a major change to the system that affects what ports, services, or applications are exposed.  Some systems may 
react adversely to automated scanning, and the schedule for those systems should take into account the purpose 
of the system, the data stored on the system, and the affects automated scanning has on the system.  ISO offers 
automated vulnerability scanning to campus Information Systems.  Penetration testing is more in-depth testing of 
an information system, and should occur as often as necessary for the purpose of that system.  A recommendation 
is every 3-5 years, or if a major change occurs in the architecture of the environment. 
 

AS-3 Periodically audit systems for adherence to controls 


